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Wednesday 27 February 2019
Re: Gaming and Safeguarding Concern – ‘Momo Challenge’
Dear Parents,
I am writing to update parents regarding a ‘game’ which appears to be widely available and is potentially even targeted towards children. A number of our parents highlighted their concerns to me on the gate this morning and I also received some communication today from the Education & Engagement Coordinator at Hampshire Constabulary regarding the problem. 

The problem concerns the ‘Momo Challenge’. This ‘game’, which has appeared across a range of platforms, appears to centre around a scary image of a strange doll/ sculpture – the origins are quite innocently from Japanese mythology. The most concerning thing is that through encouraging the watcher to follow links, this can expose them to receiving further horrible images, threats and encouragement to self-harm. These scary images have also been spliced into seemingly quite innocent material such as Peppa Pig or Fortnite videos on You Tube and KidsTube. 

Whilst the scary image and encouragement to harm is deeply concerning, the real motive behind the material appears to be one of hackers seeking information – hence the encouragement to follow links or accept unknown contacts eg in WhatsApp.

It is therefore worth being aware of how your children use platforms such as Youtube, Kidstube, Instagram, Facebook (which should only be used by over 13) and WhatsApp and the content they are accessing. Children would also benefit from reminders of the core principles of not sharing personal information or accepting anything from unknown numbers/ contacts/ sources.

The NSPCC has published some useful advice for parents in response:

A spokesperson for the NSPCC in Northern Ireland said: "The constantly evolving digital world means a steady influx of new apps and games and can be hard for parents to keep track of. "That's why it's important for parents to talk regularly with children about these apps and games and the potential risks they can be exposed to.  "The NSPCC publishes advice and guidance for parents on discussing overall online safety with their children, as well as promoting Net Aware - the UK's only parental guide to social media and gaming apps."
Among the most common signs to watch out for include children who:
·  Become very secretive, especially about what they are doing online
· Are spending a lot of time on the internet and social media
· Are switching screens on their device when approached
· Are withdrawn or angry after using the internet or sending text messages
· Have lots of new phone numbers or email addresses on their devices
If adults are concerned or have any questions on how to approach the subject with their children, they can contact the NSPCC Helpline on 0808 800 5000 or visit the NSPCC website. Children who are worried about their activity on apps or online games can contact Childline 24 hours a day, online and over the phone on 0800 1111.
Parents may find the following websites useful, and also a reminder that these links and other supports are published on our school website under the ‘Our Curriculum’ Tab follow E-Safety:

https://www.nspcc.org.uk/
https://www.net-aware.org.uk/ (A particularly useful website as it ‘grades’ platforms according to risk of damaging content)

It is also worth reminding that should you become aware that your child has seen a concerning video on YouTube it is helpful to report this using the report function (see right) so that the platform can remove it (many of which they already have):

Please note that we are not directly discussing the matter with children – to do so feels like it would highlight the ‘attraction’, hence our communication to you electronically/ in a sealed envelope. However, we will monitor this and should the need arise, we will have conversations with children where we need to.

Regards,
David Woolley

Headteacher & Designated Safeguarding Lead
Upham Primary School
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